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BACKGROUND OF THE GUIDELINES

On 1 September 2022, the Cyberspace Administration of China (“CAC”) issued the
Guidelines for Outbound Data Transfer Security Assessment Applications (“Guidelines”™).
The Guidelines were specially formulated to help data processors complete security
assessments for outbound data transfers in a standardised and orderly manner. The Guidelines
supplement the Measures for the Security Assessment of Outbound Data Transfers
(“Measures”), promulgated on 7 July 2022, which created a legal framework for the
regulation of outbound data transfers from China that involve:

(1) outbound transfer of important data by a data processor;, (2) outbound transfer of
personal information by a critical information infrastructure operator or a personal
information processor who has processed the personal information of more than
1,000,000 people, (3) outbound transfer of personal information by a personal
information processor who has made outbound transfers of the personal information
of 100,000 people cumulatively or the sensitive personal information of 10,000 people
cumulatively since 1 January of the previous year; or (4) other circumstances where
an application for the security assessment of an outbound data transfer is required...

The Guidelines consist of 4 sections and 4 annexes. The annexes include a list of materials
required for applications, a standardised power of attorney, a standard application form, and a
template for completing self-assessments.

The 4 annexes are indispensable for entities that want to transfer data out of China. As such,
we thought that it might be helpful to our clients and overseas professional colleagues if we
prepared a translation for them to enjoy!

ABOUT THIS TRANSLATION

The Technology, Data Protection & Cyber Security Team of AnJie Broad Law Firm prepared
this translation.

While all due care and effort have been made to translate this document, it is not an official
translation of the Government of the People’s Republic of China and is only provided for the
convenience and reference of readers.

If you have any questions about this document or require legal services in relation to cross-
border data transfers from China to another country or region, please contact:

ﬁ Samuel Yang

§ Partner, AnJie Broad Law Firm

=7 M +86 139 1067 7369
df;‘. E: yanghongquan@anjielaw.com
/)
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GUIDELINES FOR OUTBOUND DATA TRANSFER SECURITY ASSESSMENT
APPLICATIONS

(1ST EDITION)

e W L V-l NE) H2022FO H T HEHEAT . 48 3 A0 Bh Bt A B e .
H R A BT PR, RERE AR TR R

The Measures for the Security Assessment of Outbound Data Transfers will be implemented from
1 September 2022. These guidelines are specially formulated to guide and help data processors
complete their security assessments for outbound data transfers in a standardised and orderly manner.

—. EHGEHE
SCOPE OF APPLICATION

Kol A B [ B MR AR, A AR L — 1, N P AE s S Ak
EENERERIRGE & E TR e L

In any of the following circumstances, a data processor that transfers data overseas shall declare
the data transfer to the Cyberspace Administration of the People’s Republic of China for a security
assessment through the provincial-level Cyberspace Administration where it is located:

(=) Bl AR 2
The data processor transfers important data overseas;

(=) RBEE BRI itz & F ML BE10075 A LA EAS N AE 2 Bl 40 213 17 455 b S it
INEESY

A critical information infrastructure operator or a data processor handling the
personal information of over 1 million individuals transfers personal information
overseas;

(=) AEFIATHERTAEAMH 105 AN NG B 8 17 NBUERA NG B Eods 4k
B A SAMEHA NG S

A data processor who has transferred the personal information of 100,000 individuals
or the sensitive personal information of 10,000 individuals overseas since 1 January
of the previous year;

P> KA AMRE 1AM At 75 2L R s 58 22 4 PP K 7

Other circumstances stipulated by the Cyberspace Administration of China that require an
outbound data security assessment application.
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DU 15 T & T it 547 9 -
The following circumstances are deemed outbound data transfers:
(—) AR BF SRR N IS PSRN A B A i . A7 i 54

A data processor transmits and stores data that was collected and generated during
domestic business operations in an overseas location;

() B s 2 RN = A AR AP AR ST N, BEAMIINLA . H R AN AN r] DL )
. FE. S

Data collected and generated by a data processor is stored in China, and overseas
institutions, organisations or individuals can access, retrieve, download, or export that
data;

(=) ERMIEIME B H AR 54T 5.

Other outbound data transfer activities stipulated by the Cyberspace Administration of
China.

= BRFTALAE
APPLICATION METHODS AND PROCEDURES

KA b P R R B B 2 A VAL, N T AE M A R AR O R A A
P 5 OI IR A5 1T F AROR R B s b R R T R

Data processors applying for outbound data transfer security assessments shall go through their
local provincial-level cyberspace administration to apply for outbound data transfer security
assessments. Application materials shall be submitted in both hard and soft copies.

B RGP AR RS, 25D TAE H A SE B R B I e & VE B 06 .l 58 & 1
BRI, A HE TRRE RO R A SR s AR 5 s PR A AR 00, K Ak B R i 3
SRS CAERIPAIE

After receiving the application materials, the provincial Cyberspace Administration checks the
completeness of the application materials within 5 working days. If the applicant passes the
completeness check, the provincial-level Cyberspace Administration will forward the application
materials to the Cyberspace Administration of China. If the completeness check is not passed, the data
processor will be notified that its application materials have been rejected.

[ 2 A5 7 B E B I BRI R 2 HETANTAEH AN, #2752 H JF i 8
FOBUYE A FE .

Within 7 working days of receiving the application materials submitted by the provincial-level
Cyberspace Administration, the Cyberspace Administration of China decides whether to accept the

application and notify the data processor of its decision in writing.
4
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KOs A0 B A RS T8 B B IR R AROERL, N R I 4 BB SR A 78 B B IE A
Blo TR HR A4 7E B0E SO AR MR, LA s &b LR, A
Ak B K T RV A T SE A AR T

If the data processor is notified to supplement or correct the application materials, it must
supplement or correct them as required in a timely manner. The security assessment will be terminated
if the application materials are not supplemented or corrected without good reason. The data processor
will be given and notified of an extended deadline for the assessment in complicated situations.

AL e G, B A PR R R PP Al S5 RGBT . PR S5 R TE R, B dE A PR
2042 SR A0 L 35 22 4 A T SR R IR VP Ay 85 SR A5 B A SR R, LV A SR B Hh
AN W UPAl S5 RA U, Bl A0 BE A T DALE YR 2 PPl 45 R IE A5 154 AR H A A E 5K
BEIHIEE, BIRERNRAEL.

Upon completion of the security assessment, the data processor will receive an assessment results
notice. If there is no objection to the assessment results, the data processor must manage its outbound
data transfer activities following relevant laws and regulations, and the requirements of the assessment
results notice related to the security management of outbound data transfer. If there are any objections
to the assessment results, the data processor may apply to the Cyberspace Administration of China for a

re-evaluation within 15 working days of receiving the assessment results notice, and the re-evaluation
results will be the final.

=, HRME
APPLICATION MATERIALS

KOl A B F AR M BT A VRN, B SRS MR (B B AR Al RO R
RIAFL

Data processors applying for outbound data security assessments shall submit the following

materials to support their application (see Annex 1 for the requirements for outbound data transfer
security assessment application materials):

1. Gtk 5 ARDIEF R BN

Photocopy of its unified social credit code certificate;
2. FEEMARAN G OHEFREE

Photocopy of the legal representative’s ID;
3. LI NG et

Photocopy of the agent’s ID;

4. P NBRBEILH EBILIAF2)
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Power of Attorney for the Agent (see Annex 2 for the template);
5. BdE BT e PPl RS (BRI R 43D

Outbound Data Transfer Security Assessment Application Form (see Annex 3 for
the template);

6. SR AT LA B B 5% 5 7] i Al B AT A RO B SRS A

Photocopy of a contract or other legally effective document related to the data
transfer concluded with the overseas recipient;

7. Bl S B VPR CRUR LB F4)

Outbound Data Transfer Self-Risk-Assessment Report (see Annex 4 for the
template); and

8. HoAthAH I B AL KL
Other relevant certification materials.

Bl AL B X PR M R SR 1 B, RSB BRARL Y, $2 HEPE A AN B AR 2,
IR I FUM REH DT -

The data processor is responsible for ensuring the application materials’ authenticity. If the data
processor submits false materials, it will fail the security assessment, and the data processor will be
investigated and face legal liability under the law.

M. HRE#H

APPLICATION CONSULTATION

BT HEFH: sjcj@cac.gov.cn
BER IS 010-55627135

Email: sjcj@cac.gov.cn

Tel: 010-55627135
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ANNEXES:
1 Bl 58 22 A VP AL FR ARoR B R
Outbound Data Transfer Security Assessment Application Material Requirements
2. SR NBRBEILA (B0
Power of Attorney from the Agent (Template)
3. Ml R TP RS RO
Outbound Data Transfer Security Assessment Application Form (Template)
4. HlE AR B A RS (BRSO

Outbound Data Transfer Self-Risk-Assessment Report (Template)
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[5EGS]
ANNEXE 1
B8 58 PR IR B R
OUTBOUND DATA TRANSFER SECURITY ASSESSMENT APPLICATION MATERIAL
REQUIREMENTS
Frs R R ER ik
Number | Material name Requirements Remarks
1 gr— 25 AR IES: AN EDIIE /A
Unified social credit code certificate Photocopy with official seal
2 FERERANSOHET SR o5 A 2
Legal representatives’ ID Photocopy with official seal
3 2P NS UES SR o5 A 2
Agent’s ID Photocopy with official seal
4 KPR EFET JE A
Power of Attorney for the Agent Original
5 Bl B 22 ARG AR
Outbound Data Transfer Security Assessment Application Form
5.1 AT JE
Letter of Commitment Original
52 Bl B 22 4Pl R R JR
Outbound Data Transfer Security Original

Assessment Application Table
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6 S EAMEWOT AT LA ARG | BRI e A XS E
7 B A B A VA RO B S FAfER. BMESE
A contract or other legally effective seal BERRU TR

document related to the outbound data AFOCRAHE,
transfer with the overseas recipient A AR SChRAS, i

[ AR SC
Bk
Contractual clauses

related to the
outbound data

Photocopy with an official

transfer must be
highlighted, circled,
or otherwise
prominently marked.
The Chinese version
of the legal
documents prevails.
However, if there is
only a non-Chinese
version, it should be
submitted with an
accurate Chinese
translation.

7 Kol S 5 PR R JAF:

Outbound Data Transfer Self-Risk- Original
Assessment Report

8 FodRE S UE B R JE B BN N s E | ARSGUERIAPRILAA L

Other relevant supporting materials The original or photocopy H);’(Z!Kjg i, ??ﬁji
stamped with an official LA, AR

seal. ARSI A

The Chinese version
of relevant supporting
materials prevails.
However, if there is
only a non-Chinese
version, it should be
submitted with an
accurate Chinese
translation.

gzt il we iy PN Y v g D il BT BU R o [ VA SR S A

All materials mentioned above must be submitted in soft copy on CD with original hardcopy application
materials.
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B2

ANNEXE 2

LI NERZAH

POWER OF ATTORNEY FOR THE AGENT

INLEE (TS O REAPZLANEENEN, IR 25 (G 15k
G ) s B2 VA R TAER PN o B 0 NARR IR AL 34T Hdhs 58 22 427
IR AR R P i — VT8, QR BN BB, ALY T BRI, IR KA
JS2 )92 B A

I, [SURNAME FORENAME] ([ID type] number: xxxxxxxxxx), am the legal representative of [the
name of data processor, i.e., COMPANY ]. I authorise [Name] ([ID type] number: xxxxxxxxxx) in our
company to be the agent in charge of the outbound data transfer security assessment application. Our
company will acknowledge all actions the agent takes concerning the outbound data transfer security
assessment application made on our behalf, including the signing and submission of application
materials, and will bear all corresponding legal responsibilities.

AT _ ¢ H_H= & HA_H
Authorisation period: From YYYY/MM/DD to YYYY/MM/DD.
I NIRRT

The agent has no right to sub entrust.

B AFR (FF) -
[COMPANY] (Seal)
HEEAEN GEF) -

Legal Representative (Signature)
SN GEF) -

Agent (Signature)

F H H

Year Month Day

10
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ANNEXE 3

BRHBEBRZETERERE ERD
OUTBOUND DATA TRANSFER SECURITY ASSESSMENT APPLICATION
(TEMPLATE)
U5 P

Completion instructions:

N

Hh 20 A B 4 2 2 AR N B SR B it 5% % 4 PP Al AR AR 2 70 N3RS

The legal representative of the data processor or agent authorised by them to be in charge
of the outbound data transfer security assessment application should fill in this form;

AP R TT G AL MO 5, AR N SIS M RAE R

Where there is a choice, please tick the "O" symbol and provide relevant information for
the underlined parts;

B K AE, 75% (R NRITRIE M 2423 (RN RILME %
ek o (PR ANRIEMEAN NGB RIE) M (Bl 8 2 PRl 7075
SEPR AR AR T

The terms used are defined in the “Cybersecurity Law of the People’s Republic of China”,
the “Data Security Law of the People’s Republic of China”, the “Personal Information
Protection Law of the People’s Republic of China”, the “Measures for the Security
Assessment of Outbound Data Transfers” and other laws and regulations and
departmental rules; and

HT K EL IR I A J2 70 2 S A T R ST AR

The rules for Outbound Data Transfer Security Assessment Applications are formulated
and interpreted by the Cyberspace Administration of China.

11
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—. R¥EH
LETTER OF COMMITMENT
A BN R T AR
The undersigned company solemnly promises that:
. BB SR R R AR N RS E A SR A I E 5

The collection and use of declared outbound data complies with relevant laws and
regulations of the People’s Republic of China;

T HIRMEBIITE WA, SRR, TR R
All application material content is true, complete, accurate and valid;
= NEFKE I ST B H 58 2 A PPl AR 0 B S N SR

The undersigned will provide necessary cooperation and support for the outbound data
transfer security assessment work organised and implemented by the Cyberspace
Administration of China;

PO, Bl TAEN R IRZ BRI HNEm, B2 R HAR KA E 2.

The self-assessment work was completed within 3 months before the application date, and
there has been no material change in circumstances until the application date.

AL RIGE I TE 7 PR SRR N A, AR A SR R, ERURIEA RIE DU

This undersigned knows and fully understands the content of the above commitments and is
willing to bear corresponding legal liability for breaching any of the above commitments.

FEEAERN BET)

Legal Representative (Signature)
iy (R -

[COMPANY] (Seal)

# A H

Year Month Day

12
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OUTBOUND DATA TRANSFER SECURITY ASSESSMENT APPLICATION TABLE

01 Hudfe Ab B 1
I

Data Processor’s

LR DR

Company Name

P

Nature of Business

Particulars PRI A b I FITHENS
Registered Address Office Location
AR HS S i L
Validity Period Postal Code
T B < AT
Registered Capital Number of
Employees
=5
Main Business
gt Ak fE A
Unified Social
Credit Code
02 EENENME | Wt HR 5%/ [H £
- Surname Forename Position/Nationality
Legal
Representative’s | AR HLIE CERRH 5]
Particulars Contact Number Email
TR 2R EfF =Y
ID Type ID Number
03 Hil w4t | HR 5%/ [ %
£t 2
MBI Surname Forename Position/Nationality
Data Security BRAR L RIS
Responsible Contact Number Email
Person &
Governing UEFF2 Y UEF- 5
Institution
ID Type ID Number
IR AR i DIREPN

Institution Name

No. of Institution

13
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Employees
04 2P NME R 24 HR 55 /| &
Information about | Surname Forename Position/Nationality
the Agent
BRI HLT AR
Contact Number Email
UEA 2R IEGRE T
ID Type ID Number
05 Hedfs th B0l 55
ik
Business Scenario
for Outbound
Data Transfer
06 Hffs I H
i
Purpose of
Outbound Data
Transfer
07 Hhis 55
=X
Method of
Outbound Data
Transfer
08 Hrdfs th BBk
Link for
Outbound Data
Transfer
09 LB HIEE | HuERH O E s BRI (A
v T‘_:‘ é
i Data Type Important data MERD
Information about O N B Degr?e of sensitivity
Outbound Data (applicable for
Personal information | personal
information).
Hn MB/GB/TB W AT /i
Data Scale Industry/Field
Involved
Wk BARNEE UAER S Cik e

14
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Number of Amount of Important
Individuals Data Involved
Involved
10 BEAMETT G | BEAMEITT 2R JFTE B ol X
it Name of Overseas Country or Region
Overseas Recipient
Recipient
Situation Pk HEMPEIL SR
Address Registration Number
HM TR AN 6
Registered Capital Number of Employees
T N4 H ot NIRSS
Name of Position of
Responsible Person Responsible Person
B A% L HL IR
Contact Number Email
R UEfF 515
ID Type ID Number
FEWS
Main Business
11 BEAMoT# | 4 R 55
2 ==
*E KT E‘}\ﬂ Surname Forename Position
RSN
Overseas XA LI ¥ B4
Recipient Data Contact Number Email
Security
Responsible AR T B
Person &
Governing ID Type ID Number
Institution
HLtE A R GIRAPG
Institution Name No. of Institution
Employees
12 A PRSI TR 3R
Legal Documents | List of Legal Document Names:

15
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I3RS | 1. BRI H 8. J7 sUREEa R, BEAMENOT BRI i 5 5
FRSCAF A ) TR .

Y&

The purpose, method and scope of outbound data transfer, the purpose and
Page Numbers & method of data processing by the overseas recipient, etc.
Clauses of FITAE ST 44 FR ) LAY The name and page number of document(s)
Relevant Terms
in Legal FTiR 267K Relevant terms
Documents

2. HURAESAMRAF LA IR, DURGEBIRAFHIIR . e 4 5E H A iR
P25 1k o A ) AR B T

The place and period of data retention abroad, and measures for handling
outbound data after the retention period expires, the agreed purpose is completed,
or the legal document is terminated.

FITTE AT 44 F5 K 75 The name and page number of document(s)

FITiR 257X Relevant terms

3. W FEEAMEICT R B AR A AL A A NI LR EDR

Binding restrictions on foreign recipients transferring outbound data to other
organisations and individuals.

FITTE AT 44 Bk K 7% The name and page number of document(s)

FIrik 4% K Relevant terms

4. BEAMENTT E S bR AL Bl 8 0 R AR S VAR A, B P T K
i [X B4k 2 A DR AP BR824 A8 R A2 AR A DL R R AR At AN T 4T
JINE T S BOHE LR R4 22 42N, S 25 SR AR 436
Measures that the overseas recipient must take when there is a substantial change
in its actual control or business scope or when the data security protection
policies and regulations of the country or region where it is located and the

network security environment changes, as well as other force majeure
circumstances that make it difficult to ensure data security.

FITTE S 44 F% K 7% The name and page number of document(s)

FITiR 257X Relevant terms

5. HRIEHSCAR L 5E O 2 A ORI S5 ARt it S5 20 STARAN S B ok
Ji e

Remedies, liability for breaches and dispute resolution mechanisms for
breaching data security obligations as stipulated in legal documents.

FITTE AT 44 F% S 7% The name and page number of document(s)

FIrik 4% K Relevant terms

16
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HE AR RIS Bk, iR, Bk, HREEpARESRI. SR A
RIS, 2235 T R I Ak B A SR GR RS N3P A A5 B A g A2 A
Ji 3.

When outbound data is tampered with, destroyed, leaked, lost, transferred,
illegally obtained, or illegally used, the requirements for proper emergency
handling and the ways and means for individuals to safeguard their personal
information rights and interests.

FITAE A 44 7% J% 75 The name and page number of document(s)

FITiR 257X Relevant terms

14 FHE A B 8
SEAR R, AT
BUEHL. 1R
RN
Information
Regarding Data
Processor’s
Compliance with
the Laws,
Regulations and
Departmental
Rules of the
People’s Republic
of China

17
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HRUH

INSTRUCTIONS FOR FILLING OUT THE APPLICATION FORM

1. HRRF0IRF FERALBRR. MR, A, AROH. EMEEFELET?

HOW TO FILL IN COMPANY NAME, NATURE OF BUSINESS, REGISTERED
ADDRESS, VALIDITY PERIOD, REGISTERED CAPITAL, ETC. OF THE COMPANY IN
ITEM 01 OF THE APPLICATION FORM?

Htl b B N 2 0 IR — Ak B ARG 1 i B BL A AR . BLA RS/ 2R B A )
SRHEE. AN EARBIT, b, AR E A R E WA AL PR R
BARR TS, b s wiigEiE XX B8 X5 o 3R v i B8 < 2 /5 B A T R <5 0

The data processors should fill in the fields in accordance with information in the uniform social
credit code certificate, such as the name of the institution, the nature/type of the institution, and the
validity period. Registered Address should specify the city, such as Beijing Municipality, Shijiazhuang

City of Hebei Province, etc. Office Location should specify the building number, such as X Road X,
Haidian District, Beijing. Registered Capital in the table should specify the currency and amount.

2. HIRIZ02. 03. 4TEMREIELEE?

HOW TO FILL IN THE ID TYPE IN ITEMS 02, 03 AND 04 OF THE APPLICATION
FORM?

ARG LB LR FEE B RS ME. . G JE KRR REEATIE. B RE RoRAE
B IEATIESS

Please fill in this item in accordance with the actual situation. For example, resident identity card,
passport, Taiwan residents’ mainland travel permit, Hong Kong, and Macao residents’ mainland travel
permit, etc.

3. HRA0STHPHIE LB SR E LIRS ?

HOW TO FILL IN THE DESCRIPTION OF THE BUSINESS SCENARIO FOR OUTBOUND
DATA TRANSFER IN ITEM 05 OF THE APPLICATION FORM?

A8 SS RS R R AR B S 55, NS IR ST R Rl 5 4 FR B

The business scenario for outbound data transfer in the application should be truthfully described
and consistent with the name of the business involved in the legal documents.

18
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4. HIRF0IMHHIE HEH B EART?

HOW TO FILL IN THE PURPOSE OF OUTBOUND DATA TRANSFER IN ITEM 06 OF
THE APPLICATION FORM?

WIT RS SR HORBI L, KEEIE, FFAKER.

For example, business cooperation, technical research, operation and management, etc., the purpose
must be specifically described.

5. HRFBOTRLIEHEH AT RELHT?

HOW TO FILL IN THE METHOD OF OUTBOUND DATA TRANSFER IN ITEM 07 OF
THE APPLICATION FORM?

VA B I ASCE R R T AR

Explain the method of outbound data transfer, such as public Internet transmission, private line
transmission, etc.

6. FIRFOSTEIE LSRR EART?

HOW TO FILL IN THE LINK FOR OUTBOUND DATA TRANSFER IN ITEM 08 OF THE
APPLICATION FORM?

Ut BRI B B, B PR AR . BERR AR SRR . B N AR MU BN R0 & RR K HL S
Y ERAr E . IPHLHE 2,

Describe the links for outbound data transfer, such as link providers, amount of links and bandwidth,
the name of the data centre where it lands inside and outside China, the physical location of the
computer room, and the IP address, etc.

7. HIRFOITHHBHEE R EART?

HOW TO FILL IN THE INFORMATION ABOUT OUTBOUND DATA IN ITEM 09 OF THE
APPLICATION FORM?

RKTNMNEEBUBRERE, T2 RES R (B ZE8AR PAERZeME) .

Regarding the sensitivity of personal information, please refer to the national standard “Information
Security - Personal Information Security Specifications”.

19
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W RAT /SRS SRR S AT AEEE ], W Tk, A, eRl. sl HARBR
TR, BB, A, B BRI

“Industry/Field Involved” should be the scope of industries/sectors involved in the outbound data

transfer, such as telecommunications, finance, transportation, natural resources, health, energy,
education, science and technology, national defence science and industry, etc.

8. HIRFBIBTHRFFEERMAHHRILEARE?

HOW TO FILL IN THE PAGE NUMBER OF THE RELEVANT TERMS OF THE LEGAL
DOCUMENT IN ITEM 13 OF THE APPLICATION FORM?

B b B SRS 0 VA RSO SR AR ITAE K DU, XA SR SR e . R AR B AR

The data processor should fill in the page number of the corresponding legal document clauses;
highlight, circle or otherwise predominantly mark such relevant clauses.

9. HRA4TUETFEER. TBEEN. BIIARHRELART?

HOW TO FILL IN INFORMATION REGARDING THE DATA PROCESSOR’S
COMPLIANCE WITH THE LAWS, REGULATIONS AND DEPARTMENT RULES OF THE
PEOPLE’S REPUBLIC OF CHINA IN ITEM 14 OF THE APPLICATION FORM?

Bl Ak B AT TR AT 2 £ A8 M 55 2278 1 2 P 32 BIAT BOAR T MAT Ok A R A 1 R B T
Db, B U B AN X 45 22 4 T SR L

The data processor should briefly describe the administrative penalties imposed on its business
operations in the past 2 years and the investigation and rectification measures stipulated by the relevant
competent regulatory departments, focusing on the relevant data and network security matters.

20
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B4

ANNEXE 4

B9 S X B PR RO

OUTBOUND DATA TRANSFER SELF-RISK-ASSESSMENT
REPORT (TEMPLATE)

EE Y (SHEZE A ()
F H H

Data processor name:__ (stamped)

Year month day

21
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LR

Description:

() HdlE AL ER S R i dle H 58 2 A PP AS I 75 SR 00 B PP A I 5

The data processor shall provide a self-assessment report when applying for an outbound
data transfer security assessment;

(=D Bla AbBEE 06 Bl B2 52 (1 B VPR S B RS 4 5t

The data processor is responsible for the authenticity of the self-assessment report and
any materials attached and submitted;

(=) ARG Pk A VFARE S AR R AT P 5E

The self-assessment activities described in this report must be completed within 3 months
before this application;

(0D =T 25 A1, ZUE B PP RS bl B 58 =7 DL A 3R ARG 0L e 2
HPFE RO, JEEMAR N A TINS5 =i A & .
If a third-party agency participates in the self-assessment, the basic situation of the third-
party institution and its participation in the assessment must be explained in the self-

assessment report, and the official seal of the third-party institution must be affixed on the
relevant content page.

—. B T/ERR

BRIEF DESCRIPTION OF SELF-ASSESSMENT WORK

Pk

BV TR RS, AR RIERTI . ABUIL SR S0 R

o

Information regarding the implementation of the self-assessment work, including the start and end
time, organisational situation, implementation process, implementation method, etc.

=, HRESEAERL
THE OVERALL SITUATION OF OUTBOUND ACTIVITIES
VRS I Bl A A AR D B B R L S AR B R G I EE L.
KPR 2 A RIERE DI T 0L BEAMEWOT IS DL IS L S DL . B AR T

22
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Provide details about the basic information about the data processor, the business and information
system involved in the outbound data transfer, information about the outbound data, the security
capabilities of the data processor, information about the overseas recipient, legal documents, etc.
Details include but are not limited to:

(—) BIRLEEFEELRER

Basic Information about the Data Processor
1. HASEN NEEEE;

Particulars of the organisation or individual;
2. AL R AN SE BRI S B

Information about equity structure and actual controller;
3. HYRMER;

Information about organisational structure;
4. B ZEEHIMGE R,

Information about its data security management institution/department/team;
5. AR SS 5 BE G L,

Information about overall business and data;
6. SN IMEBTEDL

Domestic and foreign investments.

() HEWHJPRFZFAEBERAEBR
Business and Information Systems Involved in the Outbound Data Transfer
1. s 8 Kok 55 O FE AT O
Basic information of the business involved in the outbound data transfer;
2. Bl BT Rolk 55 1) B B O s
Information about data assets involved in the outbound data transfer;

3. BdE BT RO 5 S B R G DL
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Information about information systems involved in the outbound data transfer;
4. BHE Y LEBE O (BE RS B

Information about datacentres (including cloud services) involved in the outbound data
transfer;

5. Bl 5T EE B AR G L .

Information about links for outbound data transfer.

(=) HHBEHRREEFMR
Information about the Outbound Data

Lo VLI B R B AMR O A BB R 0 H R S i, REEENE. IEX
Py A,

Explain the purpose, scope, and method of data processing by the overseas recipients, as
well as the lawfulness, legitimacy, and necessity of such processing;

2. ULHTHIBE B RO JE L AP BURTR
Explain the scale, scope, type, and sensitivity of outbound data;

3. WIHSHERASI NI RGO 6 i ORI, TH RIS R AR I R ST
G HdE g

The system platform and data centre where the outbound data is stored in China, and the
system platform and data centre where it will be stored after the transfer;

4. ol 85 S AR AR RO SR PE RIS DL .

Information regarding onward transfers after the data is exported.

() BemabHE Hm e R 1E 0
Data Security Capabilities of the Data Processor

1 Rz aEHaE ), OFEHASARMEIZEREL, SRETH, 2%
P BIGALE . KU PP S B PR S5 B S v S L

Data security management capabilities, including the management of organisational
systems and system construction, the whole process management, classification and
grading, emergency responses, risk assessments, personal information rights and interests
protection, and the implementation of such systems;
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i e eaBoReeE T, URBBIRNE. i M. T, fef. R4 AJF,
OB P 58 R o SR I 14 8 48 50 AR 44 it 55 5

Data security technical capabilities, including technical security measures adopted for the

whole process of data collection, storage, use, processing, transmission, provision,
disclosure, deletion, etc.;

Kl 2 4 ORI AT RCPEIE I, B G O g B0 Bt 2 & KU VAl Kt e =g )
WIE. B 2B, Bin 2ea Mt M8 2 255 RS VPS50

Evidence of the effectiveness of data security measures, such as data security risk
assessments, data security capability certification, data security tests and assessments,
data security compliance audits, MLPS assessment, etc.; and

R S B A ) 2% 22 A AR G TE A R 1 O

Compliance with laws and regulations related to data and cybersecurity.

AN RWOT B
Information about the Overseas Recipient
BRI H AN DL 5
Particulars of the overseas recipient;
SEAN RN AR B g . 5 KA
Purposes and methods of data processing by the overseas recipient;
AN WOTT B 22 A PRI g
Data security capabilities of the overseas recipient;
AR FITLE [ 2 e [X B4l 22 4 OR3P BURIE AN I 2% 22 3R B 0

Data security protection policies and regulations in the overseas recipient’s country or
region and the network security environment;

SEAMEOT A B ) AR L AR A

Description of the whole process of data processing by the overseas recipient.

() BRI HIR L 2R THE LS RIERL
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Terms in the Legal Documents Stipulating Responsibilities and Obligations for Data
Security Protection

L HdlEmsam B e, 7SR, SEAMRIOT A ER R e . T

The purpose, method and scope of data to be transferred overseas, the purpose and
method of data processing by the overseas recipient, etc.;

2. BURASIAMRAGA . WIR, DLAGEBRAFIIIR . SE € F s ik o - 4
1k J B a0 Ak B it

The location and duration of overseas data retention, as well as measures for handling
outbound data after the retention period has expired, the contractual purposes have been
fulfilled, or the legal documents have been terminated;

3. W TEIAMRCS R SRR P R 4 AR A D NI A AR ER

Binding restrictions on overseas recipients concerning onward transfers to other
organisations and individuals;

4. BEAMZWCTT AR SE PR B s 2 BV A R SE R AR, BUE BT X EL
¥ 2 A ORI BUR IR AN 2% 22 SR 5 e AR ARG DA R R A FLAAN W] B 70156 7% S B0dk
DLOR B3 22 Ay, 724 SR B 22 4 it

Security measures that should be taken when the actual control or business scope of the
overseas recipient changes substantially, when the data security protection policies,
regulations, and network security environment of its country or region changes, or some
other force majeure situation occurs that make it difficult to ensure data security;

5. HRIFHSUFLYE I EUR 2 R4 LSS AN REE Tt B2 STEAN G380 75 2K

Remedies, liability for breach of contract and dispute resolution mechanisms for
breaches of data security protection obligations stipulated in legal documents;

6. HEHIRERIRK. BOR. MR, B FREEPAREDI. ARER AR
I, TN SAL B AR AN DR RS N3 A N5 BB G i A2 AT 5K

When outbound data is tampered with, destroyed, leaked, lost, transferred, illegally
acquired or illegally used, the requirements for appropriate emergency handling and
appropriate ways and means to protect individuals’ rights and interests in safeguarding
their personal information.

(B) HAREEF NN T E U AR HAAE R

Other Information that the Data Processor Deems Necessary to Clarify
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RISK ASSESSMENT OF PLANNED OUTBOUND ACTIVITIES

AT F 2 I0Z T RS A D0, R IR A BB AT B B, LA R
TR 4 A i B B SRR

Explain the risk assessment item by item for the following, focusing on the problems and potential
risks found in the assessment and the corresponding rectification measures and results.

(=) H B AR SOT A R H RS Ye. 7 sUEE R EEYE . IR . B

The lawfulness, legitimacy and necessity of the purpose, scope, and method of data
processing by the overseas recipient;

(=D HEHERERIEL, R MR BUSREEE, HdE e s E R 2, AR
A N B 3B VAL ok Y UK

The scale, scope, type, and sensitivity of outbound data, and the risks that may arise from
the outbound transfer of the data to national security, public interests, and the legitimate
rights and interests of individuals or organisations;

(=) BN A A I TUE 55, DLRJBAT SR SC55 A BN BORSE It . BE 05 fE
75 PR S B 1 2 4

The responsibilities and obligations undertaken by the overseas recipient, as well as
whether its organisational and technical measures and capabilities can fulfil those
responsibilities and obligations to ensure the security of outbound data;

(D FfshEh A SR E R k. BOR. HhEE . RR. HRsERAREIE AREA
PSRRI RS, S A AF B 44 () SR 2 75 I 5%

The risk that data will be tampered with, destroyed, leaked, lost, transferred, or illegally
acquired or used during or after the data is exported, and whether the channels for the
protection of personal information rights and interests are smooth;

(F0) SEAMEWCT AT S (R SR & (R 8 HA BAT RO SRS, — A7
DYIE T B % A R T 5

Whether the data security protection responsibility obligations are sufficiently stipulated in

the outbound data transfer contracts or other legally effective documents concluded with
overseas recipients;

(73D HAbTT BER2 M EodiE 58 2 4 1 FH

Other matters that may affect the security of outbound data transfer.

0. HIRESI R B PG48
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CONCLUSION OF SELF-ASSESSMENT OF THE RISKS OF OUTBOUND
ACTIVITIES

ZRA L3R RS PP A 17 DUATRH LB s 0, 0 0L AR A A ol H B s AR H UL KU B
PGSR, T WY BT e R B hAg 4R .

In light of the above risk assessment and corresponding mitigation measures, an objective self-
risk-assessment conclusion should be made for the outbound data transfer application. The reasons and
justifications for reaching the self-assessment conclusions should be fully explained.
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